Privacy Policy

Effective Date: [11/10/2025]
1. Introduction
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This Privacy Policy explains how MTProvider (“we,” “our,” “us”) collects, uses,
discloses, and protects your personal data in accordance with international privacy and
data protection regulations, including:

e The General Data Protection Regulation (GDPR) (EU)

o The Data Protection Act 2018 (UK)

e« The UN Principles on Personal Data Protection and Privacy
o Applicable local privacy laws in your country of residence.

By using our Services, you consent to the collection and processing of your personal
information as described in this Policy.

2. Data We Collect
We may collect the following categories of personal data:
+ Identification Data: name, surname, and verification documents.

o Contact Information: email address, phone number, and communication
preferences.

o Technical Data: IP address, browser type, access times, and device identifiers.
« Communications: messages or inquiries sent to our support team.

We do not collect sensitive personal data (e.g., racial, political, or health information)
unless required by law and with your explicit consent.

3. Purpose of Processing
Your personal data is processed for the following legitimate purposes:
« To verify your identity and manage secure account access;

e To communicate with you and provide customer support;




o To ensure compliance with applicable legal and regulatory requirements;
« To maintain the integrity and security of our systems;

o To improve our services and user experience.

4. International Data Protection Compliance

MTProvider operates internationally and complies with all relevant privacy laws in the
countries where our users are located.

Where your data is transferred across borders, we ensure adequate protection through
mechanisms such as:

o Standard Contractual Clauses (SCCs);
e Binding Corporate Rules (BCRs); or

« Equivalent legal frameworks recognized by data protection authorities.

5. Data Security

We maintain advanced security measures to protect your data, including:
o End-to-end encryption and secure data storage;
e Controlled personnel access based on strict authorization policies;
e Continuous monitoring for unauthorized activity;
e Regular security assessments and audits.

Despite our best efforts, no system is entirely immune to risk. Users are encouraged to
take appropriate measures to protect their login information and devices.

6. Data Sharing and Disclosure
We only share personal data when:
e Required by law or legal process;
e Necessary to protect your vital interests or those of others;

o Performed under contractual agreements with trusted service providers acting
under our strict instructions.




We never sell, rent, or trade personal data to third parties.

7. Your Rights
Depending on your jurisdiction, you may have the following rights:
o To access, correct, or delete your data;
o To restrict or object to certain processing;
o To withdraw consent at any time;
o To data portability;
o To lodge a complaint with your national data protection authority.

Requests to exercise these rights may be submitted via [support@mtprovider.email].

8. Data Retention

We retain your personal data only for as long as necessary to fulfil the purposes stated
in this Policy or as required by law. When data is no longer needed, it is securely
deleted or anonymized.

9. Cookies and Tracking

Our website uses cookies to enhance user experience and analyze performance. You
can control or disable cookies in your browser settings. For more details, please refer to
our Cookie Policy.

10. Policy Updates

MTProvider may update this Privacy Policy from time to time to reflect regulatory
changes or improvements in our data practices. The updated version will be posted on
our website with the revised date indicated.

11. Contact Information

For any privacy inquiries or to exercise your data protection rights, please contact:
Email: [support@mtprovider.email]
Website: hitps://mtprovider.space



https://mtprovider.space/




